
Huawei MA5800 OLT SSH Access and User Privilege Level Configuration Guide -

Official Technical Overview & Hardware Datasheet

PRODUCT IDENTIFICATION

This document serves as the definitive technical reference for the Huawei

MA5800 Optical Line Terminal (OLT), specifically detailing the secure shell (SSH)

access methodologies and the granular user privilege level configuration

framework. As a carrier-grade platform, the MA5800 provides the foundation

for next-generation fiber-to-the-home (FTTH) and fiber-to-the-building (FTTB)

access networks, uniting high-density subscriber aggregation with robust,

standards-based security protocols.

The MA5800 series implements a hierarchical command-line interface (CLI) that

enforces strict user role separation through privilege levels, ensuring

operational integrity and compliance with modern network security mandates.

This guide provides the command-level syntax, verification procedures, and

architectural context necessary for successful administrative deployment.



CORE INTERNAL TOPOLOGY

The MA5800 hardware architecture is anchored by a high-capacity,

non-blocking switching fabric deployed across a modular, high-density chassis

design. At its heart, the system leverages a distributed forwarding engine

architecture, where control and data plane functions are intelligently

segregated across the main control board (MCU) and individual line cards.

Specifically, the SSH access service resides within the secure management

domain of the MCU, running as a hardened daemon that listens on the

dedicated out-of-band (OOB) management port or a designated in-band VLAN

interface. The user privilege level system is tightly integrated with the local

authentication database, RADIUS, or TACACS+ servers. The system employs a

16-level privilege hierarchy (0-15), with levels 0-1 typically reserved for general



user or diagnostic commands, levels 2-14 for specific operational functions, and

level 15 providing full administrative (root) access to the entire device

configuration, including the OLT's sensitive GPON/XG-PON framing parameters

and ONT management control protocols.

Access to the SSH subsystem is further governed by advanced access control

lists (ACLs) and IPsec policies, ensuring only authenticated and authorized

endpoints can initiate secure management sessions. The platform architecture

supports the concurrent management of up to 128 simultaneous SSH sessions

without degrading packet forwarding throughput.

SWITCHING SUBSYSTEM CAPABILITIES

The MA5800 switching subsystem is engineered for high-density subscriber

management and symmetrical 10 Gbps or higher uplink connectivity,

supporting a range of service cards including the X2S, X2H, and X7 series. Each

line card is equipped with a dedicated network processor that handles

Gigabit-capable Passive Optical Network (GPON) and 10-Gigabit-capable

Passive Optical Network (XG(S)-PON) protocol termination, while the central

switch fabric delivers aggregate switching capacities exceeding 4 Tbps on larger

chassis configurations.



The SSH configuration interface, when integrated with privilege level

management, permits granular access to this underlying forwarding engine.

This means an administrator can limit a level-10 user to only executing

diagnostic and loopback tests on the GPON port state, while a level-15 user can

modify the syslog server, configure static routes, and manage the entire

hardware partitioning scheme. The system's modular design allows for

hot-swappable components, and the SSH access method ensures that remote

reconfiguration and failover procedures can be executed securely, enabling a

comprehensive lifecycle management strategy.

OPERATIONAL ADVANTAGES

Implementing SSH as the primary access method for the MA5800 offers several

carrier-grade operational advantages compared to legacy Telnet protocols. It

ensures all configuration and diagnostic data is encrypted using strong

algorithms, protecting sensitive commands and passwords from interception

over the metropolitan transport network.

Furthermore, the privilege level system creates a verifiable audit trail for all

administrative actions, a critical requirement for carriers needing to meet SOX,

HIPAA, or GDPR compliance. The distinct levels allow for the creation of custom

views, such as a "Maintenance Engineer" view that can only reset specific ONT



ports or a "NOC Supervisor" view with global monitoring access but no

configuration capabilities. This granularity minimizes the risk of

network-affecting misconfigurations. Additionally, the MA5800 supports SSH

public key authentication, removing the need for password distribution across a

large operations team, thereby streamlining credential management and

improving overall security posture.

SPECIFICATION MATRIX

SYSTEM ACCESS:

- Protocol: SSHv2 (Secure Shell version 2).

- Management Ports: 1 x 10/100/1000BASE-T dedicated management port;

In-band VLAN management support.

- Authentication: Local database; RADIUS; TACACS+.

- Encryption Algorithms: AES128-CTR, AES192-CTR, AES256-CTR, 3DES-CBC.

- MAC Algorithms: HMAC-SHA1, HMAC-SHA256, HMAC-MD5.

- Key Exchange Methods: diffie-hellman-group14-sha1,

diffie-hellman-group1-sha1, ecdh-sha2-nistp256.

- Public Key Types: RSA (2048/3072-bit); ECDSA (256-bit).

USER PRIVILEGE LEVELS:

- Level 0-1: Basic diagnostic and system status (ping, traceroute, display



interface).

- Level 2-10: Network monitoring and fault management (display alarms, show

statistics).

- Level 11-14: Service configuration (GPON/ONT modifications, VLAN setup).

- Level 15: Full administrative privileges (system upgrades, user management,

global settings).

- Session Limit: 128 concurrent SSH sessions.

- Idle Timeout: Configurable (Default: 10 minutes).

Parameter Specification

Form Factor Modular 2RU/5RU/7RU Chassis

(Model Dependent)

Switching Capacity Up to 4.4 Tbps (Backplane

Architecture)

Power Supply Dual Hot-Swappable Redundant

AC/DC (1+1)

SSH Session Limit 128 Concurrent Secure Shell Sessions

Privilege Levels 16 (0-15) with Custom Command

Views

FAN Module N+1 Redundant, Hot-Swappable Fan

Trays

Operating Temperature 0°C to 55°C (Long-term)



REGULATORY COMPLIANCE

The MA5800 OLT and its associated management interface meet rigorous

international standards, ensuring interoperability and legal compliance.

- EMC Compliance: FCC Part 15 (Class A), EN 55022, EN 55024, CISPR 24.

- Safety Compliance: IEC 60950-1, EN 60950-1, UL 60950-1, CSA 22.2 No.

60950-1.

- Environmental Compliance: RoHS Directive 2011/65/EU; WEEE Directive

2012/19/EU.

- ITU-T Standards: ITU-T G.984 series (GPON), ITU-T G.987 series (XG-PON),

ITU-T G.988 (OMCI).

- Network Management: RFC 4251 (SSH Protocol Architecture), RFC 4252 (SSH

Authentication Protocol), RFC 4253 (SSH Transport Layer Protocol), RFC 2865

(RADIUS), RFC 1492 (TACACS+).




